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				INTRODUCTION

				The progression of information technology has led to the automation and transfer of numerous management systems that were previously managed manually, including the management of medical records1. A health information system (HIS) is a complete system meant to manage healthcare data, comprising the collection, storage, management, and transmission of patients' electronic medical records (EMRs), hospital operational management, and healthcare policy decision-support systems 2,as cited by 3. Such systems are valuable resources for all stakeholders in the healthcare spectrum, ranging from patients and clinicians to public health officials. HIS collects and compiles data in a manner that facilitates informed decision-making processes. Examples of HIS include electronic medical records (EMRs), electronic patient records (EPRs), electronic health records (EHRs), practice management software, patient portals, patient registration software, and patient care management systems, among others. 

				HIS possesses immense potential to transform healthcare delivery, especially in low-income countries, by improving data accuracy, care coordination, resource optimization, and supporting informed decision making. Nevertheless, there are potential downsides like technical and logistical challenges, clinician burnout from using electronic records, software defects 
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				ABSTRACT

				Health Information System (HIS) improves healthcare data accuracy, care coordination, resource allocation, and informed decision-making. However, ethical concerns arise with data security, privacy, informed consent, and patient autonomy. This paper discusses the benefits and drawbacks of HIS and offers recommendations to address the ethical issues, crucial for countries like Bhutan undergoing healthcare digital transformation with Electronic Patient Information System (e-PIS) adoption. The main recommendations are: educating system personnel, establishing regulatory and ethical frameworks, implementing strong security standards, obtaining informed consent from patients, and enabling patients to access their own records. An integrated approach that balances technology and ethics is needed to successfully adopt HIS.

				Keywords: Bhutan; Electronic Patient Information System (e-PIS); Ethical issues; Health Information System (HIS); Recommendations. 
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				leading to incorrect prescriptions or instructions, and ethical concerns4. To better understand these trade-offs and how they can be navigated, it is useful to first examine the advantages and challenges associated with the adoption of HIS. 

				ADVANTAGES AND CHALLENGES IN THE ADOPTION OF HIS

				The adoption of HIS ensures efficient healthcare delivery with enhanced quality, leading to better patient outcomes5-7. It enables resource optimization by integrating medical inventory, supplies and usage into the system, which is particularly beneficial in low- and middle-income countries. It reduces duplication of data and automates the workflow and tasks, allowing healthcare workers to focus better on patient care. HIS allows multiple users to access patient information at the same time, from anywhere in real time1,4. A foundational element of digital healthcare is EPR, an electronically stored health information about one individual uniquely identified by an identifier5-8. Systematic reviews have found that electronic records are associated with increased efficiency and quality of care, thus freeing up the resources of health professionals9,13.

				Electronic records eliminate the need of physical space for storing patient data and data can be retained for a longer duration compared to physical records5,14. The clarity of digital records reduces the likelihood of medical errors, such as dispensing incorrect medications or treatments, which is a possibility with paper based records due to illegible handwriting15,16. The system can be configured to restrict or alert clinicians in certain instances 
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				regarding potential drug-drug interactions. Furthermore, it can also restrict the prescription of drugs unsuitable for specific conditions or patients, or prompt clinicians to double confirm such prescriptions14. The database created from electronic patient records provides a valuable data source for medical and health-related research, which can be used for evidence-based decision-making in healthcare5.

				While HIS offers numerous advantages, it also presents challenges that require attention. The challenges are technological, knowledge-related, cost-related, legal, ethical, and human-related17. The discussion here will, however, focus exclusively on the ethical challenges. Many have noted that the ethical challenges here mirror those arising from the digitization of healthcare, specifically in relation to data security, privacy, informed consent, confidentiality, and patient autonomy1,17–20.

				Data loss or destruction can occur during data transfer, system crashes or theft in the event of cyber-attacks9,14. Healthcare workers must safeguard the privacy and confidentiality of patient information confided in them for management purposes. Without strict access controls and monitoring policies, breaches can occur, resulting in unauthorized access to or disclosure of sensitive patient data to unauthorized individuals, undermining patient’s privacy. Patients have the autonomy to decide what happens to their personal information, as well as the right to refuse the storage and sharing of such information. This autonomy is compromised when patients’ information is captured and stored in HIS without their consent. 

				Such a system also creates a digital divide, raising concerns about equity. Patients' access to their own medical records necessitates digital literacy, and the marginalized section of society may struggle to access and engage with such a system. Additionally, in clinical research, several ethical issues arise while using electronic patient records without their consent. Failure to address these issues related to ethics may result in potential litigation against healthcare workers and healthcare organizations at large17. 

				To address these challenges and ensure the successful implementation of HIS while upholding ethical principles, a comprehensive approach is necessary. Having discussed the advantages and challenges of HIS implementation, let’s now examine the present situation in Bhutan, a country actively pursuing digital transformation in healthcare.

				CURRENT STATE OF HIS IN BHUTAN

				Bhutan is on its way to digital transformation and aspires to provide secure healthcare supported by a responsive, real-time health information system for personal care, program management, and public health24. It has already implemented e-health solutions in varying degrees, which include, among others, the National Early Warning, Alert and Response Surveillance (NEWARS), District Health Information System Version 2 (DHIS2), Electronic Bhutan 

			

		

		
			
				Medical Supply Inventory System (e-BMSIS), Laboratory Information System (LIS), Bhutan Vaccine System (BVS) and Electronic Patient Information System (e-PIS)24. These e-health solutions are being used mostly in silos, owned by specific departments within the Ministry of Health. There is a lack of interoperability, which the government intends to address by integrating all the digital services related to healthcare delivery into a single efficient platform25.

				Since 2023, the e-PIS is being rolled out across health centers in a phase-wise manner, with larger hospitals already implementing its use. It is a part of the Digital Drukyul Flagship Programme of the 12th five year plan of the Royal Government of Bhutan (RGoB)26. The e-PIS project is co-funded by the RGoB and the Asian Development Bank (ADB). It is a health program as well as a software, which was outsourced and developed locally by Thimphu Tech Park Limited27. With features designed to facilitate interoperability, the e-PIS platform for electronic patient records may be linked to other databases. The Government Technology (GovTech) Agency, which provides data center services such as hosting data recovery sites, manages the government data center in Bhutan. 

				As of now, the ethical issues surrounding the adoption of this system seem to be underemphasized. This oversight could be presumed to be temporary, to facilitate a smooth transition from the traditional paper-based system by avoiding end-users being overwhelmed with too many concerns expressed by the implementers from the outset. Alternatively, it could stem from the assumption that healthcare professionals are already aware of the ethical components of patient care.

				 

				Although the system has successfully integrated the government’s Civil Registration and Immigration database and replaced the erstwhile Polytech Laboratory Information System (LIS) with an all-new advanced LIS, it has yet to mature and unlock its full features to leverage other additional advantages that can further promote patient safety. These include measures like restricting the prescription of medication causing allergies to specific patients once documented in their records and flagging possible drug-drug interactions. The system also lacks accountability features, such as mandating healthcare workers to electronically acknowledge receipt of crucial or sensitive information concerning specific patients, and consistently logging their real-time access to patients' personal data.

				The patients do not have access to their own electronic medical records, including investigation reports, which hinders their ability to take informed action for follow-up care and track their health conditions. These reports, however, are accessible to all categories of healthcare workers with an e-PIS account, contingent upon their knowledge of the individual's unique health identity or citizenship identity number. The accessibility of these records to a broad range of healthcare workers, but not the patients 
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				themselves, highlights the compromise of patient autonomy, the potential security risks, and the need for stricter access controls. Furthermore, a potential privacy threat existed in the system at the time this article was submitted. At least one active generic user account existed, intended for shared use among healthcare workers, which enables easy access to patient medical records. The existence of such a shared account compromises privacy and accountability, as it becomes near impossible to trace which specific individuals accessed patients' sensitive information.

				Nevertheless, the reassuring part is that the system is actively seeking feedback to make it more user friendly, troubleshoot practical issues, address any concerns expressed, and unleash its additional features as users become more comfortable. As Bhutan moves forward with its e-PIS implementation, it is crucial to learn from the shared experiences of other countries and adopt best applicable practices to address the ethical challenges identified earlier. 

				The following section delineates some approaches, albeit not exhaustive, for the successful implementation of HIS, like e-PIS, while upholding ethical principles. These are generally applicable to any country, and may include some measures that are already underway in case of Bhutan.

				THE WAY FORWARD

				Providing comprehensive training to healthcare workers and other personnel involved in the use of HIS, beyond just the system interface and usage is a crucial step in addressing the aforementioned issues. This training should focus on broader aspects such as data security, privacy, confidentiality and accountability. The users should be made to understand that they are accountable for the use and misuse of the information they are privileged to access, which is solely intended for the execution of their duties14. Instituting real-time recording of access to patient data within the system can facilitate tracing and ensuring accountability when necessary.

				A well-functioning EPR requires the development of a regulatory and governance framework, as well as an ethical framework to guide the implementation of the system. This necessitates the expertise and multi-stakeholder collaboration between healthcare workers, technology experts, managers, administration personnel, policymakers, regulators, ethicists, and patients14. Strict adherence to national and international ethical standards is highly recommended23.

				To maintain data integrity, it's essential to utilize security measures such as firewalls, antivirus software, internet security protocols, and intrusion detection software. Additional methods include strong encryption, stringent access limits, and rigorous authentication measures14. Random audits should be carried out to assess system security, privacy, and confidentiality protection. 

			

		

		
			
				It is advisable to establish a breach protocol alongside redressal mechanisms for breaches that could occur. 

				The practice of obtaining informed consent for the digitization of their records from the patient will help gain their trust, while giving them the opportunity to opt-out will serve as an ideal solution. Patients should be informed about how their data will be used, stored, and shared within an EPR system, including potential risks and benefits. Access to their own records should be facilitated to foster transparency and gain their trust and engagement. When allowing access to patient data for research purposes, all feasible steps should be taken to protect patient privacy, such as de-identifying the data to the greatest extent possible while still meeting the research aims and following the best practices in data management9. Healthcare organizations should also consider insurance coverage to deal with lawsuits arising due to the usage of such systems, with the population becoming more informed. 

				To summarize, as rightly pointed out by Terry, the privacy, confidentiality, and security requirements of users must be met by an electronic health record system28.
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Exposing the perils of predatory journals to safeguarding academic integrity
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Predatory publishing, a rampant issue in the academic world,
refers to the unethical practices of certain publishers who
prioritize profit over scholarly integrity. Predatory journals prey
on novice researchers and academicians for financial profit
via article processing charges without meeting the standard
publishing standards'. Such is its rampancy that it has creeped it
roots amongst Bhutanese researchers and academicians.

Nearly all researchers would have received at least 1
email correspondence requesting them to submit an article to
their journal. Such emails contain excessively complimentary
language, offer assurances to publish any material submitted
by the author, or pledge to expedite the review and publication
process beyond conventional timelines 2. While it is tempting to
submit to such journals, it is crucial to note that these are predatory
Jjournals whose main goal is profit 3. Predatory publishers make
fraudulent claims to provide true peer review when they do not
actually do it. This practice of articles being published under the
false pretense of being peer reviewed results in flawed research
and inaccurate information entering the research community.

‘With avenues like the “Beall’s list” and “Think. Check.
Submit” providing a list of predatory publishers and journals,
seasoned researchers and academicians are less likely to browse
through these journals *°. Therefore, publishing your work in
these predatory journals could make your work hard to find, as
well as less likely to be used/ cited by others. This also means that
even if your article contained good quality information, it might
not be read, appreciated or applied by the scientific community?.

Furthermore, publishing in predatory journals could cost
you a lot. While you will be made to pay a sum for submitting
your article, predatory journals are known to not actually publish
these articles or take down articles from online versions without
notice. Once submitted to a journal, other (legitimate) publishers
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will not accept articles for review 2. This not only diminishes the
motivation of young researchers but also deprives them of the
appropriate recognition they rightfully deserve!.

It goes without saying that researchers have inadvertently
enabled predatory publishers to thrive. This is because researchers
today are under strong pressure to publish, especially so in
universities where faculty are mandated to publish for advancing
their career in academia. While some unknowingly get fooled
and end up submitting to predatory journals, some search for a
short-cut to getting published, bypassing the traditional academic
publishing route, which might be slower than predatory journals.
Trrespective of the reason, publication in predatory journals will
not be recognized by reputed universities, resulting in a loss of
academic credibility.

‘What can we do as researchers and academicians?

‘We need to start by understanding that predatory journals
publish for profit and without any genuine concern for content.
‘We need to realize that they threaten the integrity of academic
publishing by targeting eager to publish authors or our novice,
'young researchers. Secondly, institutions need to raise awareness
and disseminate information about predatory publishing as
well as information on avenues that help determine whether a
publisher / journal is reputable or not. Furthermore, institutes
should promote forums where individuals who encountered
the repercussions of predatory publishing can share their
experiences. Institutes must make it known that publications in
predatory journals are typically disregarded for doctoral theses
or grant applications. It also jeopardizes their future prospects
because publishing in these journals could result in permanent
blacklisting from reputable indexed journals 6.

Predatory journals swamp the internet with insignificant
papers, selling substandard science under the guise of legitimate
publication. Tackling this problem necessitates a collaborative
approach from researchers, institutions, and academic
communities. In Beall’s words, the best defense against predatory
journals is “enhancing the scientific literacy of researchers
to enable them to identify these predatory journals and
publications™. It is imperative to increase awareness about the
menace posed by predatory journals and disseminate strategies
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